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discharge is necessary for the national secu-
rity of the United States.
SEC. 3192. ANNUAL REPORT ON SECURITY AND

COUNTERINTELLIGENCE STAND-
ARDS AT NATIONAL LABORATORIES
AND OTHER DEFENSE FACILITIES
OF THE DEPARTMENT OF ENERGY.

(a) REPORT ON SECURITY AND COUNTER-
INTELLIGENCE STANDARDS AT NATIONAL LAB-
ORATORIES AND OTHER DOE DEFENSE FACILI-
TIES.—Not later than March 1 of each year,
the Secretary of Energy, acting through the
Director of Counterintelligence of the De-
partment of Energy, shall submit a report on
the security and counterintelligence stand-
ards at the national laboratories, and other
facilities of the Department of Energy en-
gaged in the defense activities of the Depart-
ment, to the following:

(1) The Committee on Armed Services and
the Select Committee on Intelligence of the
Senate.

(2) The Committee on Armed Services and
the Permanent Select Committee on Intel-
ligence of the House of Representatives.

(b) CONTENTS OF REPORT.—The report shall
be in classified form and shall contain, for
each such national laboratory or facility, the
following information:

(1) A description of all security measures
that are in place to prevent access by unau-
thorized individuals to classified information
of the national laboratory or facility.

(2) A certification by the Director of Coun-
terintelligence of the Department of Energy
as to whether—

(A) all security measures are in place to
prevent access by unauthorized individuals
to classified information of the national lab-
oratory or facility; and

(B) such security measures comply with
Presidential Decision Directives and other
applicable Federal requirements relating to
the safeguarding and security of classified
information.

(3) For each admission of an individual
under section 3190 not described in a previous
report under this section, the identity of
that individual, and whether the background
review required by that section determined
that information relevant to security exists
with respect to that individual.
SEC. 3193. REPORT ON SECURITY

VULNERABILITIES OF NATIONAL
LABORATORY COMPUTERS.

(a) REPORT REQUIRED.—Not later than
March 1 of each year, the National Counter-
intelligence Policy Board shall prepare a re-
port, in consultation with the Director of
Counterintelligence of the Department of
Energy, on the security vulnerabilities of the
computers of the national laboratories.

(b) PREPARATION OF REPORT.—In preparing
the report, the National Counterintelligence
Policy Board shall establish a so-called ‘‘red
team’’ of individuals to perform an oper-
ational evaluation of the security
vulnerabilities of the computers of the na-
tional laboratories, including by direct ex-
perimentation. Such individuals shall be se-
lected by the National Counterintelligence
Policy Board from among employees of the
Department of Defense, the National Secu-
rity Agency, the Central Intelligence Agen-
cy, the Federal Bureau of Investigation, and
of other agencies, and may be detailed to the
National Counterintelligence Policy Board
from such agencies without reimbursement
and without interruption or loss of civil
service status or privilege.

(c) SUBMISSION OF REPORT TO SECRETARY OF
ENERGY AND TO FBI DIRECTOR.—Not later
than March 1 of each year, the report shall
be submitted in classified and unclassified
form to the Secretary of Energy and the Di-
rector of the Federal Bureau of Investiga-
tion.

(d) FORWARDING TO CONGRESSIONAL COMMIT-
TEES.—Not later than 30 days after the re-

port is submitted, the Secretary and the Di-
rector shall each separately forward that re-
port, with the recommendations in classified
and unclassified form of the Secretary or the
Director, as applicable, in response to the
findings of that report, to the following:

(1) The Committee on Armed Services and
the Select Committee on Intelligence of the
Senate.

(2) The Committee on Armed Services and
the Permanent Select Committee on Intel-
ligence of the House of Representatives.
SEC. 3194. GOVERNMENT ACCESS TO CLASSIFIED

INFORMATION ON DEPARTMENT OF
ENERGY DEFENSE-RELATED COM-
PUTERS.

(a) PROCEDURES REQUIRED.—The Secretary
of Energy shall establish procedures to gov-
ern access to classified information on DOE
defense-related computers. Those procedures
shall, at a minimum, provide that each em-
ployee of the Department of Energy who re-
quires access to classified information shall
be required as a condition of such access to
provide to the Secretary written consent
which permits access by an authorized inves-
tigative agency to any DOE defense-related
computer used in the performance of the de-
fense-related duties of such employee during
the period of that employee’s access to clas-
sified information and for a period of three
years thereafter.

(b) EXPECTATION OF PRIVACY IN DOE DE-
FENSE-RELATED COMPUTERS.—Notwith-
standing any other provision of law (includ-
ing any provision of law enacted by the Elec-
tronic Communications Privacy Act of 1986),
no user of a DOE defense-related computer
shall have any expectation of privacy in the
use of that computer.

(c) DEFINITIONS.—For purposes of this sec-
tion:

(1) The term ‘DOE defense-related com-
puter’’ means a computer of the Department
of Energy or a Department of Energy con-
tractor that is used, in whole or in part, for
a Department of Energy defense-related ac-
tivity.

(2) The term ‘‘computer’’ means an elec-
tronic, magnetic, optical, electrochemical,
or other high-speed data processing device
performing logical, arithmetic, or storage
functions, and includes any data storage fa-
cility or communications facility directly
related to, or operating in conjunction with,
such device.

(3) The term ‘‘authorized investigative
agency’’ means an agency authorized by law
or regulation to conduct a counterintel-
ligence investigation or investigations of
persons who are proposed for access to classi-
fied information to ascertain whether such
persons satisfy the criteria for obtaining and
retaining access to such information.

(4) The term ‘‘classified information’’
means any information that has been deter-
mined pursuant to Executive Order No. 12356
of April 2, 1982, or successor orders, or the
Atomic Energy Act of 1954, to require protec-
tion against unauthorized disclosure and
that is so designated.

(5) The term ‘‘employee’’ includes any per-
son who receives a salary or compensation of
any kind from the Department of Energy, is
a contractor of the Department of Energy or
an employee thereof, is an unpaid consultant
of the Department of Energy, or otherwise
acts for or on behalf of the Department of
Energy.

(d) ESTABLISHMENT OF PROCEDURES.—Not
later than 90 days after the date of the enact-
ment of this Act, the Secretary of Energy
shall prescribe such regulations as may be
necessary to implement this section.
SEC. 3195. DEFINITION OF NATIONAL LABORA-

TORY.
For purposes of this subtitle, the term ‘‘na-

tional laboratory’’ means any of the fol-
lowing:

(1) The Lawrence Livermore National Lab-
oratory, Livermore, California.

(2) The Los Alamos National Laboratory,
Los Alamos, New Mexico.

(3) The Sandia National Laboratories, Al-
buquerque, New Mexico.

(4) The Oak Ridge National Laboratories,
Oak Ridge, Tennessee.
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So the amendment was agreed to.
The SPEAKER pro tempore, Mr.

LAHOOD, assumed the Chair.
When Mr. NETHERCUTT, Chairman,

reported that the Committee, having
had under consideration said bill, had
come to no resolution thereon.

T61.12 TRANSPORTATION
APPROPRIATIONS FY 2000

Mr. WOLF submitted a privileged re-
port (Rept. No. 106–180) on the bill (H.R.
2084) making appropriations for the De-
partment of Transportation and re-
lated agencies for the fiscal year end-
ing September 30, 2000, and for other
purposes.

When said bill and report were re-
ferred to the Union Calendar and or-
dered printed.

Pursuant to clause 1 of rule XXI, all
points of order were reserved.

T61.13 DEFENSE AUTHORIZATION—FY 2000
AND 2001

The SPEAKER pro tempore, Mr.
LAHOOD, pursuant to House Resolu-
tion 200 and rule XVIII, declared the
House resolved into the Committee of

the Whole House on the state of the
Union for the further consideration of
the bill (H.R. 1401) to authorize appro-
priations for fiscal years 2000 and 2001
for military activities of the Depart-
ment of Defense, to prescribe military
personnel strengths for fiscal years 2000
and 2001, and for other purposes.

Mr. NETHERCUTT, Chairman of the
Committee of the Whole, resumed the
chair; and after some time spent there-
in,

T61.14 RECORDED VOTE

A recorded vote by electronic device
was ordered in the Committee of the
Whole on the following amendment
submitted by Mr. RYUN of Kansas:

At the end of title XXXI (page 453, after
line 15), insert the following new subtitle:

Subtitle F—Department of Energy Foreign
Visitors Program Moratorium

SEC. 3181. SHORT TITLE.
This subtitle may be cited as the ‘‘Depart-

ment of Energy Foreign Visitors Program
Moratorium Act’’.
SEC. 3182. MORATORIUM ON FOREIGN VISITORS

PROGRAM.
(a) MORATORIUM.—Until otherwise provided

by law, the Secretary of Energy may not,
during the foreign visitors moratorium pe-
riod, admit to any facility of a national lab-
oratory any individual who is a citizen of a
nation that is named on the current Depart-
ment of Energy sensitive countries list.

(b) WAIVER AUTHORITY.—(1) The Secretary
of Energy may waive the prohibition in sub-
section (a) on a monthly basis with respect
to specific individuals whose admission to a
national laboratory is determined by the
Secretary to be necessary for the national
security of the United States.

(2) On a monthly basis, but not later than
the 15th day of each month, the Secretary
shall submit to the Committee on Armed
Services of the Senate and Committee on
Armed Services of the House of Representa-
tives a report in writing providing notice of
the waivers made in the previous month. The
report shall identify each individual for
whom such a waiver was made and, with re-
spect to each such individual, provide a de-
tailed justification for the waiver and the
Secretary’s certification that the admission
of that individual to a national laboratory is
necessary for the national security of the
United States.

(3) The authority of the Secretary under
paragraph (1) may be delegated only to the
Deputy Secretary of Energy or an Assistant
Secretary of Energy.

(c) FOREIGN VISITORS MORATORIUM PE-
RIOD.—For purposes of this section, the term
‘‘foreign visitors moratorium period’’ means
the period beginning on the date of the en-
actment of this Act and ending on the later
of the following:

(1) The date that is 2 years after the date
of the enactment of this Act.

(2) The date that is 90 days after the date
on which the Secretary of Energy, after con-
sultation with the Director of the Federal
Bureau of Investigation, submits to the Com-
mittee on Armed Services of the Senate and
the Committee on Armed Services of the
House of Representatives a certification in
writing by the Secretary of each of the fol-
lowing:

(A) That the counterintelligence program
required by section 3183 is fully imple-
mented, and fully operating, at each of the
national laboratories.

(B) That such counterintelligence program
complies with the requirements of Presi-
dential Decision Directive number 61.

(C) That the Secretary is in compliance
with the provisions of subsection (b).
SEC. 3183. COUNTERINTELLIGENCE PROGRAM.

(a) ESTABLISHMENT AT EACH LABORATORY.—
The Secretary of Energy shall establish a
counterintelligence program at each of the
national laboratories. The counterintel-
ligence program at each such laboratory
shall have a full-time staff assigned to coun-
terintelligence functions at that laboratory,
including such personnel from other agencies
as may be approved by the Secretary. The
counterintelligence program at each such
laboratory shall be under the direction of,
and shall report to, the Director of the Office
of Counterintelligence of the Department of
Energy.

(b) INVESTIGATION OF PAST SECURITY
BREACHES.—The Secretary shall require that
the counterintelligence program at each lab-
oratory include a specific plan pursuant to
which the Director of the Office of Counter-
intelligence of the Department of Energy
shall—

(1) investigate any breaches of security dis-
covered after the date of the enactment of
this Act that occurred at that laboratory be-
fore the establishment of the counterintel-
ligence program at that laboratory; and

(2) study the extent to which a breach of
security may have occurred before the estab-
lishment of the counterintelligence program
at that laboratory with respect to a classi-
fied project at that laboratory by the admit-
tance to that laboratory, for purposes of a
nonclassified project, of a citizen of a foreign
nation.

(c) REQUIRED CHECKS ON ALL NON-CLEARED
INDIVIDUALS.—(1) The Secretary, acting
through the Director of the Office of Coun-
terintelligence of the Department of Energy,
shall ensure the following:

(A) That before any non-cleared individual
is allowed to enter any facility of a national
laboratory, a security investigation known
as an ‘‘indices check’’ is carried out with re-
spect to that individual.

(B) That before any non-cleared individual
is allowed to enter a classified facility of a
national laboratory or to work for more than
15 days in any 30-day period in any facility of
a national laboratory, a security investiga-
tion known as a ‘‘background check’’ is car-
ried out with respect to that individual.

(2) NON-CLEARED INDIVIDUAL.—For purposes
of paragraph (1), a non-cleared individual is
any of the following:

(A) An individual who is a citizen of a na-
tion that is named on the current Depart-
ment of Energy sensitive countries list.

(B) An individual who has not been inves-
tigated by the United States, or by a foreign
nation with which the United States has an
appropriate reciprocity agreement, in a man-
ner at least as comprehensive as the inves-
tigation required for the issuance of a secu-
rity clearance at the level designated as ‘‘Se-
cret’’.
SEC. 3184. EXCEPTION TO MORATORIUM FOR

CERTAIN GRANDFATHERED INDIVID-
UALS.

(a) GRANDFATHERED INDIVIDUALS.—Not-
withstanding section 3182(a), the Secretary
may, during the foreign visitors moratorium
period described section 3182(c), admit to a
facility of a national laboratory an indi-
vidual who is a citizen of a nation that is
named on the current Department of Energy
sensitive countries list, for a period of not
more than 3 months for the purposes of tran-
sitional work, if—

(1) that individual was regularly admitted
to that facility before that period for pur-
poses of a project or series of projects;

(2) the continued admittance of that indi-
vidual to that facility during that period is
important to that project or series of
projects; and
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